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(6) For application service providers,
attempted or successful creation,
modification, or destruction of con-
trolled substance prescriptions or log-
ical access controls related to con-
trolled substance prescriptions by any
agent or employee of the application
service provider.

(b) The electronic prescription appli-
cation must analyze the audit trail at
least once every calendar day and gen-
erate an incident report that identifies
each auditable event.

(c) Any person designated to set log-
ical access controls under §§1311.125 or
1311.130 must determine whether any
identified auditable event represents a
security incident that compromised or
could have compromised the integrity
of the prescription records. Any such
incidents must be reported to the elec-
tronic prescription application pro-
vider and the Administration within
one business day.

§1311.170 Transmission requirements.

(a) The electronic prescription appli-
cation must transmit the electronic
prescription as soon as possible after
signature by the practitioner.

(b) The electronic prescription appli-
cation may print a prescription that
has been transmitted only if an inter-
mediary or the designated pharmacy
notifies a practitioner that an elec-
tronic prescription was not success-
fully delivered to the designated phar-
macy. If this occurs, the electronic pre-
scription application may print the
prescription for the practitioner’s man-
ual signature. The printed prescription
must include information noting that
the prescription was originally trans-
mitted electronically to [name of the
specific pharmacy] on [date/time] and
that transmission failed.

(c) The electronic prescription appli-
cation may print copies of the trans-
mitted prescription if they are clearly
labeled: ‘“‘Copy only—not valid for dis-
pensing.” Data on the prescription may
be electronically transferred to med-
ical records, and a list of prescriptions
written may be printed for patients if
the list indicates that it is for informa-
tional purposes only and not for dis-
pensing.

(d) The electronic prescription appli-
cation must not allow the transmission

§1311.200

of an electronic prescription if an
original prescription was printed prior
to attempted transmission.

(e) The contents of the prescription
required by part 1306 of this chapter
must not be altered during trans-
mission between the practitioner and
pharmacy. Any change to the content
during transmission, including trunca-
tion or removal of data, will render the
electronic prescription invalid. The
electronic prescription data may be
converted from one software version to
another between the electronic pre-
scription application and the pharmacy
application; conversion includes alter-
ing the structure of fields or machine
language so that the receiving phar-
macy application can read the pre-
scription and import the data.

(f) An electronic prescription must be
transmitted from the practitioner to
the pharmacy in its electronic form. At
no time may an intermediary convert
an electronic prescription to another
form (e.g., facsimile) for transmission.

§1311.200 Pharmacy responsibilities.

(a) Before initially using a pharmacy
application to process controlled sub-
stance prescriptions, the pharmacy
must determine that the third-party
auditor or certification organization
has found that the pharmacy applica-
tion does the following accurately and
consistently:

(1) Import, store, and display the in-
formation required for prescriptions
under §1306.05(a) of this chapter.

(2) Import, store, and display the in-
dication of signing as required by
§1311.120(b)(17).

(3) Import, store, and display the
number of refills as required by §1306.22
of this chapter.

(4) Import, store, and verify the prac-
titioner’s digital signature, as provided
in §1311.210(c), where applicable.

(b) If the third-party auditor or cer-
tification organization has found that
a pharmacy application does not accu-
rately and consistently import, store,
and display other information required
for prescriptions under this chapter,
the pharmacy must not process elec-
tronic prescriptions for controlled sub-
stances that are subject to the addi-
tional information requirements.

175



		Superintendent of Documents
	2013-06-11T08:35:19-0400
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




